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GEORGIA LAW REVIEW

I. INTRODUCTION

Cybersecurity has not done a great job of protecting its own
reputation. Reports of massive data breaches are increasingly
common and hardly surprising. In June 2015, the Office of
Personnel Management, the federal government's human
resources department, announced that Chinese hackers stole
security clearance data associated with over twenty one million
people.' The next month, Ashley Madison, a dating website for
individuals attempting to cheat on their spouses, announced that
hackers had acquired personal data associated with millions of its
members.2 Once the data was posted on the "dark web" and
cheating was exposed, public shaming, extortion, and even reports
of suicide ensued.3

While the OPM and Ashley Madison breaches were huge and
newsworthy, they were not merely isolated incidents. In the
modern digitized world, where vast quantities of personal data of
hundreds of millions of people are stored by an infinite number of
businesses, federal agencies, universities, healthcare providers,
and other organizations on servers and in "the cloud," data
breaches are not rare incidents.4

"Data breach" is not a uniformly defined term, as various
enacted and proposed federal and state laws provide their own
definitions.5 However, each is similar to the definition provided by

1 Damian Paletta, OPM Breach Was Enormous, FBI Director Says, WALL ST. J. (July 8,
2015), http://www.wsj.com/articles/breach-was-enormous-fbi-director-says-1436395157;
Marina Koren, About Those Fingerprints Stolen in the OPM Hack, THE ATLANTIC (Sept. 23,
2015), http://www.theatlantic.com/technology/archive/2015/09/opm-hack-fingerprints/406900/.
The stolen data included names, Social Security numbers, addresses, employment history,

fingerprints, and financial information. Id.
2 Dino Grandoni, Ashley Madison, a Dating Website, Says Hackers May Have Data on

Millions, N.Y. TIMES (July 20, 2015), http://www.nytimes.com/2015/07/21/technology/hacke
r-attack-reported-on-ashley-madison-a-dating-service.html.

3 Lily Hay Newman, Fallout From Ashley Madison Breach Includes Extortion and

Possible Suicides, SLATE: FUTURE TENSE (Aug. 24, 2015), http://www.slate.com/blogs/future
tense/2015/08/24/police-report unconfirmed but concerning-suicidesamongthoseouted
.ashley.html.

4 See The Rise of the Hacker, ECONOMIST (Nov. 7, 2015), http://www.economist.com/news/

business/21677638-rise-hacker (discussing the record high number of data breaches reported
in 2014).

5 See generally Comparison of US State and Federal Security Breach Notification Laws,
STEPTOE & JOHNSON LLP, http://www.steptoe.com/assets/htmldocuments/SteptoeDataBrea
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the Identity Theft Resource Center: "an incident in which an
individual name plus a Social Security number, driver's license
number, medical record or financial record ... is potentially put at
risk because of exposure."6

Hacking, cyber crime, and data security breaches are ever-
increasing threats to national security, commerce, and consumer
welfare.7 In 2014 alone, almost 800 data breaches were reported
in the United States.8 When consumers' personal information
reaches the wrong hands, those consumers are often vulnerable to
identity theft. In 2014, over seventeen million Americans became
victims.9 Identity theft is consistently the most frequent consumer
complaint reported to the Federal Trade Commission (FTC) and
other regulatory agencies.10 In 2013, Georgia residents reported
more incidents of identity theft than residents of any other state,
with the exception of Florida." Five Georgia metropolitan areas
ranked in the top fifty metropolitan statistical areas for per capita

chNotificationChart.pdf (last updated Jan. 21, 2016) (comparing definitions of "data
breach" found in various state and federal statues).

6 Data Breaches, IDENTITY THEFT RES. CTR., http://www.idtheftcenter.org/Data-Brea
ches/data-breaches.html (last visited Nov. 8, 2015).

7 See Leslie R. Caldwell, Assistant Attorney Gen., Remarks at Roger Williams
University School of Law Symposium: Cybersecurity + Law Enforcement: The Cutting Edge
(Oct. 16, 2015), http://www.justice.gov/opalspeechlassistant-attorney-general-leslie-r-caldwe
11-delivers-remarks-cybersecurity-law ("[I]t's no secret that cybercrime poses a significant
threat to the privacy and economic security of American consumers and businesses."); Edith
Ramirez, Chairwoman, Fed. Trade Comm'n, Protecting Personal Consumer Information
from Cyber Attacks and Data Breaches, Statement Before Comm. on Commerce, Science,
and Transp., U.S. Senate 2 (Mar. 26, 2014), https://www.ftc.gov/system/files/documents/pub
lic-statements/293861/140326datasecurity.pdf (discussing the "critical importance" of data
security to consumers).

8 Identity Theft Resource Center Breach Report Hits Record High in 2014, IDENTITY
THEFT RES. CTR. (Jan. 12, 2015), http://www.idtheftcenter.org/ITRC-Surveys-Studies/2014d
atabreaches.html.

9 Press Release, Bureau of Justice Statistics, 17.6 Million U.S. Residents Experienced
Identity Theft in 2014 (Sept. 27, 2015), http://www.bjs.gov/content/pub/press/vitl4pr.cfm.

10 Identity Theft and Data Security, FED. TRADE COMM'N, https://www.ftc.gov/news-even
ts/media-resources/identity-theft-and-data-security (last visited Nov. 10, 2015).

11 CONSUMER SENTINEL NETWORK, DATA BOOK FOR JANUARY - DECEMBER 2013, at 15
(2014), https://www.ftc.gov/system/files/documents/reports/consumer-sentinel-network-data-
book-january-december-2013/sentinel-cy2013.pdf. The states with the highest rates of
identity theft tend to be the states with the highest populations. California, Florida,
Georgia, and Michigan top the list of identity theft reports and are also among the ten most
populous states. Thomas C. Frohlich & Mark Lieberman, States with the Most Identity
Theft Complaints, USA TODAY (Apr. 28, 2015), http://www.usatoday.com/story/money/perso
nalfinance/2015/04/28/24-7-wall-st-identity-theft-complaints/26498265/.
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GEORGIA LAW REVIEW

identity theft complaints.12 Identity theft can have disastrous
consequences for victims, including financial loss, negative
impacts on credit and criminal history reports, reputational
damage, and emotional distress.13  Identity thieves acquire
information for various fraudulent uses such as draining bank
accounts, obtaining medical treatment, opening utility accounts,
making charges on credit cards, opening new credit card accounts,
filing tax returns, or even impersonating victims while committing
other crimes.14 Consumers are generally not liable for fraudulent
charges made on credit cards, but other fraudulent uses could lead
to serious issues. For example, if a thief uses a consumer's Social
Security number to apply for credit in the consumer's name, the
process to repair the consumer's credit history could take years
and much effort.15 Stolen medical information and subsequent
fraudulent use could lead to dangerous inaccuracies in medical
history.16

Our personal information is gathered and stored by many
entities, but few laws regulate how organizations must work to
keep it safe. Three main federal cybersecurity laws protect data,
all limited in application to specific industries. The Health
Insurance Portability and Accountability Act (HIPAA) requires
healthcare providers, health plans, and healthcare clearinghouses
to implement specific safeguards to protect electronic health

12 The five metropolitan areas include Albany, Atlanta-Sandy Springs-Roswell,
Columbus, Savannah, and Valdosta. CONSUMER SENTINEL NETWORK, supra note 11, at 17.

1a Identity Theft, GA. DEP'T OF LAW CONSUMER PROT. UNIT, http://consumer.georgia.gov/c

onsumer-topics/identity-theft-1 (last visited Nov. 10, 2015).
14 Warning Signs of Identity Theft, FED. TRADE COMM'N (May 2015), http://www.

consumer.ftc.gov/articles/0271-warning-signs-identity-theft.
11 See Kara Brandeisky, These Are the Only Data Breaches You Really Need to Worry

About, TIME (Mar. 18, 2015), http://time.com/money/3746449/identity-theft-hacked-what-do/
(discussing the risks associated with various categories of compromised information);
Jeanine Skowronski, Identity-Theft Victims Pay a High Price when Their Data Get Stolen,
BANKRATE (July 27, 2015), http://www.bankrate.com/finance/credit/high-cost-of-identity-the
ft.aspx (describing the ordeal of one consumer to resolve fraudulent accounts on her credit
report).

16 See Laura Shin, Why Medical Identity Theft Is Rising And How To Protect Yourself,
FORBES (May 29, 2015), http://www.forbes.com/sites/laurashin/2015/05/29/why-medical-iden
tity-theft-is-rising-and-how-to-protect-yourself/ (explaining how a "fraudster ... obtain[ing]
medical services under the victim's identity" could lead to the perpetrator's medical
information being mixed with the victims).

268 [Vol. 51:265
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CYBERSECURITY ON MY MIND

information from improper use and disclosure.17 The Gramm-
Leach-Bliley Act requires financial institutions to safeguard
sensitive data and disclose to consumers how they share
information.'8 Part of the Homeland Security Act, the Federal
Information Security Modernization Act (FISMA), codifies
information security policies for federal agencies.19

The private sector, with the exception of the regulated
industries discussed above, is left to make its own data security

policy. 20 In the event of a data breach, affected consumers find
themselves in a legal environment with unclear rights and
remedies. Consumers whose information has been unlawfully or
inadvertently acquired by fraudsters have attempted to bring
lawsuits against breached companies and other organizations on
many different claims, most of which have been unsuccessful.2 1

Recently, though, the FTC's enforcement actions against breached
companies may signal a positive shift for consumer plaintiffs if
states, in turn, allow consumers to sue under state consumer
protection laws.

This Note will argue that Georgia's consumer protection laws
are insufficient to protect consumers from the harms of data
breaches and provide inadequate recourse for injured consumers.
Part II will discuss the Federal Trade Commission's regulation of
cybersecurity practices under its unfair and deceptive powers
derived from Section 5 of the FTC Act. Part III will discuss state
law approaches to consumer protection and cybersecurity
regulation under "Little FTC Acts" and data breach notification
laws. Part IV will discuss the rights and remedies derived from

17 Your Rights Under HIPPA, U.S. DEP'T OF HEALTH & HUMAN SERV., http://www.hhs.

gov/hipaalfor-individuals/guidance-materials-for-consumers/index.html (last visited Sept. 11,
2016).

18 In Brief: The Financial Privacy Requirements of the Gramm-Leach-Bliley Act, FED.
TRADE COMM'N, https://www.ftc.gov/tips-advice/business-center/guidance/brief-financial-priv
acy-requirements-gramm-leach-bliley-act (last visited Nov. 11, 2015).

19 Federal Information Security Modernization Act (FISMA), DEP'T OF HOMELAND SEC.,
http://www.dhs.gov/fisma (last updated July 6, 2016).

20 See Nathan Alexander Sales, Regulating Cyber-Security, 107 Nw. U. L. REV. 1503, 1506
(2013) ("Companies are essentially on their own when it comes to protecting their computer
systems, with the government neither imposing security requirements nor bearing a share
of the resulting costs.").

21 See infra Part V.A (discussing plaintiffs' difficulties in proving injury in data breach

suits).

2016] 269
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GEORGIA LAW REVIEW

Georgia's consumer protection laws, including the Fair Business
Practices Act and the Georgia Personal Identity Protection Act.
Part V will critique Georgia's statutes and their inadequate
protections for consumers and offer changes that would strengthen
the laws and better protect consumers from the harms caused by
data breach.

II. THE FTC'S REGULATION OF CYBERSECURITY

Many state consumer protection statutes, including Georgia's
laws, are modeled after the Federal Trade Commission Act.
Because of the similarities in the content and goals of federal and
state laws, the FTC Act and the FTC's interpretation of its own
rules are influential in how state courts interpret state consumer
protection laws. The FTC's response to cybersecurity lapses plays
a major role in determining how state laws are applied to the same
issues.

A. SECTION FIVE OF THE FEDERAL TRADE COMMISSION ACT

The Federal Trade Commission, created in 1914 by President
Woodrow Wilson's signing of the Federal Trade Commission Act, is
tasked with the goal of protecting consumers from unfair and
deceptive trade practices.22 Section 5 of the FTC Act vests the
FTC with its enforcement authority: "The Commission is hereby
empowered and directed to prevent persons, partnerships, or
corporations ... from using ... unfair or deceptive acts or
practices in or affecting commerce."23  The standard for
determining whether a business practice is unfair is found in
§ 45(n):24

22 Our History, FED. TRADE COMM'N, https://www.ftc.gov/about-ftc/our-history (last
visited Aug. 10, 2016); GINA STEVENS, CONG. RESEARCH SERV., R43723, THE FEDERAL
TRADE COMMISSION'S REGULATION OF DATA SECURITY UNDER ITS UNFAIR OR DECEPTIVE
ACTS OR PRACTICES (UDAP) AUTHORITY 1 (2014), https://www.fas.org/sgp/crs/misc/R43723.
pdf. See generally Marc Winerman, The Origins of the FTC. Concentration, Cooperation,
Control, and Competition, 71 ANTITRUST L.J. 1 (2003) (detailing the legislative history of
the FTC Act).

23 15 U.S.C. § 45(a)(2) (2012).
24 This standard is a codification of the FTC's 1980 policy statement. FED. TRADE

COMM'N, POLICY STATEMENT ON UNFAIRNESS (1980), https://www.ftc.gov/public-statements/
1980/12/ftc-policy-statement-unfairness.

270 [Vol. 51:265
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CYBERSECURITY ON MY MIND

The Commission shall have no authority ... to declare
unlawful an act or practice on the grounds that such
act or practice is unfair unless the act or practice
causes or is likely to cause substantial injury to
consumers which is not reasonably avoidable by
consumers themselves and not outweighed by
countervailing benefits to consumers or to
competition.25

Deceptive practices include material misrepresentations,
omissions, or practices that are likely to mislead a consumer
acting reasonably under the circumstances.2 6 As part of its efforts
to protect consumers from unfair and deceptive business practices,
the FTC exercises enforcement and administrative authority
under numerous federal consumer protection statutes, including
the FTC Act. 2 7 FTC enforcement actions include adjudication,
rulemaking, and litigation.28

The FTC has considerable power to take action against
companies who engage in unfair or deceptive business practices,
but consumers themselves have no private right of action under
the FTC Act. 2 9 Private parties can take advantage of the FTC's
"unfairness" jurisprudence indirectly via state consumer protection
statutes. Many of these "little FTC acts" are heavily influenced by
the FTC Act and FTC interpretations and guidance.30 Since state
courts look to federal jurisprudence in interpret state consumer
protection statutes, consumers' ability to bring private suits
against businesses following a data breach is largely dependent
upon the actions taken by the FTC with regards to cybersecurity

25 15 U.S.C. § 45(n) (2012).
26 FED. TRADE COMM'N, POLICY STATEMENT ON DECEPTION (1983), https://www.ftc.gov/pu

blic-statements/1983/10/ftc-policy-statement-deception.
27 Enforcement, FED. TRADE COMM'N, https://www.ftc.gov/enforcement (last visited Aug.

10, 2016); A Brief Overview of the Federal Trade Commission's Investigative and Law
Enforcement Authority, FED. TRADE COMM'N, https://www.ftc.gov/about-ftc/what-we-do/enfo
rcement-authority (last updated July 2008) (noting examples of consumer protection
statutes that prohibit specific trade practices and "generally specify that violations are to be
treated as if they were 'unfair or deceptive' acts or practices under Section 5(a)").

28 Brief Overview, supra note 27.
29 Henry N. Butler & Joshua D. Wright, Are State Consumer Protection Acts Really Little-

FTC Acts?, 63 FLA. L. REV. 163, 165 (2011).
30 See infra Part III.A (discussing state consumer protection statutes).

2016] 271
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violation of the statute, causation, and injury.11 Proving injury is
often a great obstacle to plaintiffs in data breach cases.116

Plaintiffs most commonly plead an increased risk of future harm
as a cognizable injury, but courts have been highly reluctant to
accept such claims.117  Similarly, plaintiffs have also tried
unsuccessfully to claim emotional distress, loss of privacy, and loss
of the value of their information.118 To successfully state a claim
for relief under the FBPA, consumers affected by a data breach
will most likely have to prove actual misuse of their information or
monetary damages.119

While most claims for injury based on fear of misuse of
information have been unsuccessful, at least one court has
recognized that the likelihood of future fraudulent charges and
other harm is sufficient to establish Article III standing in federal
court. In Remijas v. Neiman Marcus Group, LLC, the Seventh
Circuit held that a class of consumers affected by a cyberattack on
the department store chain sufficiently established standing to
survive a motion to dismiss:120

[T]he Neiman Marcus customers should not have to
wait until hackers commit identity theft or credit-card
fraud in order to give the class standing, because there
is an objectively reasonable likelihood that such an
injury will occur. Requiring the plaintiffs to wait for
the threatened harm to materialize in order to sue
would create a different problem: the more time that
passes between a data breach and an instance of
identity theft, the more latitude a defendant has to
argue that the identity theft is not fairly traceable to
the defendant's data breach .. . At this stage in the

115 See supra Part IV.A.3 (discussing the required elements of a private claim under the

FBPA).
116 See generally Caroline C. Cease, Note, Giving out Your Number: A Look at the Current

State of Data Breach Litigation, 66 ALA. L. REV. 395 (2014) (discussing data breach

plaintiffs' difficulties of establishing standing in federal court).

11 Douglas H. Meal & David T. Cohen, Private Data Security Breach Litigation in the

United States, in PRIVACY AND SURVEILLANCE LEGAL ISSUES (2014), https://www.ropesgray.

com/-/media/Files/articles/2014/February/Meal%20Chapter.ashx.
11 Id.

119 Id.
120 794 F.3d 688, 694 (7th Cir. 2015).
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litigation, it is plausible to infer that the plaintiffs
have shown a substantial risk of harm from the
Neiman Marcus data breach. Why else would hackers
break into a store's database and steal consumers'
private information? Presumably, the purpose of the
hack is, sooner or later, to make fraudulent charges or
assume those consumers' identities.12 1

The Seventh Circuit's decision in Remijas is not binding on
other federal circuit courts or state courts, but its recognition of
possible future harm as a sufficient injury could signal a shift in
how courts perceive injury in data breach suits, and could open the
door to more successful claims. Georgia courts should consider
recognizing possible future harm as a sufficient injury because it
would increase the deterrent value of consumer lawsuits brought
after breaches.

B. WEAKNESSES IN DATA BREACH NOTIFICATION LAW

Georgia's data breach notification statute adds very little to the
consumer protection provisions in the FBPA. A flawed notification
law is not a problem unique to Georgia. Several of the limitations
of the Georgia statute are also found in other states' comparable
statutes. These perceived weaknesses have garnered the attention
of many politicians and legal scholars, who have called for the
adoption of a federal data breach notification statute which would
solve the problems associated with patchwork state laws.122

Because efforts to enact a federal law have been unsuccessful,12 3

121 Id. at 693 (internal quotations and citations omitted).
122 In January 2015, President Obama proposed the Personal Data Notification and

Protection Act, which would streamline the forty-seven state laws into one federal standard,
with stronger requirements for breached organizations. Katie Zezima, Obama Proposes
Legislation on Data Breaches, Student Privacy, WASH. POST (Jan. 12, 2015), https://www.
washingtonpost.com/news/post-politics/wp/2015/01/12/obama-to-propose-legislation-on-data-b
reaches-student-privacy/; The Personal Data Notification & Protection Act, WHITE HOUSE
(2015), https://www.whitehouse.gov/sites/default/files/omb/legislativelletters/updated-data-bre
ach-notification.pdf.

123 See, e.g., Data Breach Notification and Punishing Cyber Criminals Act of 2015, S.
1027, 114th Cong. (2015) (requiring notification of individuals whose information is believed
to have been accessed in a breach or who may be at risk of identity theft or actual financial
harm); Personal Data Notification and Protection Act of 2015, H.R. 1704, 114th Cong.
(2015) (requiring businesses to notify individuals whose information is believed to have

288 [Vol. 51:265
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CYBERSECURITY ON MY MIND

legislators, enforcement agencies, consumers, and organizations
must work within the statutes currently in place. Unfortunately
for Georgia consumers, O.C.G.A. § 10-1-912 provides very little
protection and remedies in the wake of a cybersecurity breach. A
few improvements in the statute could improve its effectiveness
and better protect Georgia citizens from poor cybersecurity
practices.

1. Weaknesses. One weakness in Georgia's notification statute,
and most other notification statutes, is its reactive-as opposed to
proactive-nature. Section 10-1-912 is titled "[n]otice of breach of
security," which is exactly what the statute entails-just
notification.1 24 Notification can be beneficial to consumers, but
statutes requiring notification alone do not prevent breaches in the
first place. The number and frequency of data security breaches
continues to rise, even as forty-seven states have enacted
notification laws.125

Granted, a significant factor in notification laws' struggles to
prevent data breaches is the very nature of breaches themselves,
as well as larger technical and institutional problems.126

Applications utilizing sensitive personal information are developed
at a faster rate than solutions preventing the unauthorized
acquisition of that information. Investment in information
security can often yield low returns that fail to incentivize
development of security technology.127 And, although perhaps
changing, organizations (especially those who are not subject to
agency regulation) do not tend to consider the operational risk of
information breaches when making risk management decisions.128

been accessed in a security breach and authorizing the FTC and the states to enforce
provisions); Data Security and Breach Notification Act of 2015, S. 177, 114th Cong. (2015)
(requiring the FTC to promulgate regulations requiring organizations to implement
information security policies and procedures to protect personal information).

124 O.C.G.A. § 10-1-912 (West 2016).
125 2015 Second Annual Data Breach Industry Forecast, EXPERIAN 2, 5 (2015), https://www.

experian.com/assets/data-breach/white-papers/2015-industry-forecast-experian.pdf ("[Tlhe risk
of experiencing a data breach is higher than ever with almost half of organizations suffering at
least one security incident in the last 12 months.").

126 See Jane K. Winn, Are "Better" Security Breach Notification Laws Possible?, 24
BERKELEY TECH. L.J. 1133, 1151 (2009) ("[T]he causes of bad information security are too
complex to rectify with ... flawed legislative strategies ... it should be apparent that
security breaches are symptoms of larger technical and institutional problems.").

127 Id. at 1151-52.
128 Id. at 1153-55.
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Just like the notification statute, whose provisions are only
triggered upon a breach, organizations' approaches when
considering information security are often reactive.129

Although timely notice of a security breach does help consumers
take action to prevent identity theft or minimize its effects-a
stated goal of the General Assembly-the damage might be done
before a consumer is even aware that his personal information has
been compromised.130 Breaches are often difficult to detect, and
the root of the problem can be elusive.13 1 In fact, in a survey of
information technology officers regarding security breaches in
2014, fifteen percent reported that their companies did not
discover breaches until two years or more after the incident, while
twenty percent reported that they could not identify when or
where the breach occurred.132 If a consumer is not notified of a
breach for two years, the potential for identity theft and resulting
harm is obvious.133 Clearly, a reactive approach, inherent in the
notification statute, is not especially helpful to consumers.

Another weakness of Georgia's notification statute is its
potential to eventually render notifications ineffective. When
enacting § 10-1-912, the legislature adopted the strict liability
model of data breach notification. Under the strict liability model,
breached organizations must provide notice whether or not there
has been any actual injury to consumers and regardless of whether
there is any real threat of injury.134 Notification is triggered under
§ 10-1-912 when a data collector or information broker discovers

129 Id. at 1155.
130 O.C.G.A. § 10-1-910(7) (West 2016).
131 See Protecting Consumer Information: Can Data Breaches Be Prevented? Before the

Subcomm. on Commerce, Mfg., & Trade of the H. Comm. on Energy & Commerce, 113th
Cong. 1-8 (2014) (statement of Michael R. Kingston, Senior Vice President & Chief
Information Officer, Neiman Marcus Group) (describing the difficulties of identifying the
source of a data security breach suffered by a national department store chain).

132 PONEMON INST., 2014: A YEAR OF MEGA BREACHES 9 (2015), http://www.ponemon.org/
local/upload/file/2014%2OThe%2OYear%20of%2Othe%2OMega%20Breach%20FINAL3.pdf.

1as A recent example of the struggles associated with notifying affected persons following a
large-scale data breach is the OPM's efforts to notify the twenty-one million people whose
information was compromised in the December 2014 breach. By November 2015, eleven
months after the breach and five months after the announcement, only one quarter of the
individuals had been officially notified. Matthew Deluca, One-Quarter of 21 Million OPM
Hack Victims Have Been Notified, NBC NEWS (Nov. 4, 2015), http://www.nbcnews.com/tech/
tech-news/one-quarter-21-million-opm-hack-victims-have-been-notified-n457101.

134 Lesemann, supra note 66, at 213.
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that the unencrypted personal information of a Georgia resident
"was, or is reasonably believed to have been, acquired by an
unauthorized person."3 5

Several states have adopted the strict liability model, but more
have enacted notification laws based on the risk assessment model,
under which notification is triggered only when the unauthorized
acquisition of personal information creates a risk of actual harm to
the consumer.'36 These statutes often require companies to engage
in reasonable investigation to determine whether there has been a
misuse of consumers' information, although the statutes do not
generally define what constitutes a reasonable or adequate
investigation.137 While notifications under the risk assessment
model are based on a real threat of harm, Georgia's strict liability
model is a "hair trigger," resulting in notification when there is
merely evidence of the acquisition of data.13 8 This model presents
the risk of overwhelming customers with notifications and
eventually numbing their reactions to them. "First, notification
might needlessly alarm customers where little likelihood of harm
exists. Second, frequent notices in non-threatening situations [will]
be perceived by customers as routine and commonplace, and
therefore reduce their effectiveness."139 Georgia's "overly ambitious"
law may lead to "envelope triviality," where consumers disregard
breach notifications as they would junk mail.140

135 O.C.G.A. § 10-1-912(a) (West 2016) (emphasis added).
136 Lesemann, supra note 66, at 215.
1s7 Id. at 215, 219.
1as Id. at 221.

13 Paul M. Schwartz & Edward J. Janger, Notification of Data Security Breaches, 105
MICH. L. REV. 913, 939 (2007) (internal quotations omitted). The risk of over-notification
was recognized by some commentators at the time Georgia's notification law was enacted:
"Another potential problem is that Georgia's law ... requires information brokers to report
not only actual security breaches, but also suspected breaches. If consumers receive several
notices that thieves may have their information, yet nothing bad happens to them, they
may eventually start to ignore the warnings." Dowling, supra note 91, at 10 (footnote
omitted). See also Jeff Kosseff, Positive Cybersecurity Law: Creating a Consistent and
Incentive-Based System, 19 CHAP. L. REV. 401, 414-15 (2016) (proposing a national data
breach notification law requiring notification only when there is a risk of identity theft or
other harm to avoid scaring consumers "unnecessarily" and decreasing the efficacy of
notices when there is a real threat of harm).

140 Jason M. Solomon, New Governance, Preemptive Self-Regulation, and the Blurring of
Boundaries in Regulatory Theory and Practice, 2010 WIs. L. REV. 591, 605. See also 2015
Second Annual Data Breach Forecast, supra note 125, at 8 (noting that consumers' most
common response to receiving multiple data breach notifications in 2014 was inaction);
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In addition to § 10-1-912's shortcomings in providing protection
and effective notice to consumers, the statute also fails to
adequately incentivize businesses and other organizations to adopt
strong data security measures to prevent breaches. The statute is
silent with regard to civil or criminal penalties imposed for
noncompliance. There is no clear statement of which state official
or agency is authorized to enforce the statute's provisions. Also
absent is any mention of a private right of action. Case law
interpreting § 10-1-912 is scarce, but at least one federal court has
left open the possibility that a private cause of action under the
statute is permissible.141 Plaintiffs, however, are acting on the
assumption that a private right exists, as evidenced by the recent
class action brought on behalf of over six million registered
Georgia voters. The lawsuit, filed in November 2015, alleged that
Georgia Secretary of State Brian Kemp violated § 10-1-912 by
failing to notify individuals after their personal information,
including Social Security numbers, was released to twelve
different organizations as the result of a "clerical error."142

Further investigation revealed that the Secretary of State's office
routinely failed to follow its own policies designed to prevent such
an event.143

Adam Levin, The Scary Truth About Data Breach Fatigue: It's Here to Stay, ATL. J.-CONST.
(Oct. 22, 2015), http://www.ajc.com/feed/business/personal-finance/the-scary-truth-about-dat
a-breach-fatigue-its-here/fCHFtk/ (discussing the "collective amnesia" following media
coverage of frequent data breaches and consumers' failure to take steps to minimize their
risk of identity theft).

141 See In re Target Corp. Consumer Data Sec. Breach Litig., 66 F. Supp. 3d 1154, 1169-70
(D. Minn. 2014) ("Georgia's data-breach-notice statute is silent as to enforcement. Neither
party cites any case regarding how a court should interpret silence as to enforcement under
Georgia law, and absent any such authority, Plaintiffs have plausibly alleged that private
enforcement is possible and their Georgia claim survives." (citation omitted)).

142 First Amended Class Action Complaint and Demand for Relief at 11, Piper v. Kemp,
(No. 2015CV268170), http://media.cmgdigital.com/shared/news/documents/2015/11/18/Data
Breach Lawsuit.pdf; Kristina Torres, Georgia: 'Clerical Error' in Data Breach Involving 6

Million Voters, ATL. J.-CONST. (Nov. 18, 2015), http://www.ajc.com/news/news/state-regiona
1-govt-politics/suit-accuses-georgia-of-massive-data-breach-involv/npQLz/.

143 Chris Joyner & Kristina Torres, Culture of Expediency Also to Blame in Ga. Data Breach,
ATL. J.-CONST. (Dec. 26, 2015), http://www.myajc.com/news/news/state-regional/culture-of-exp
ediency-also-to-blame-in-ga-data-bre/nprBb/. In response to the breach, the state offered one
year of free credit monitoring for residents affected by the breach, though few registered for
the service. Kristina Torres, Free Credit Monitoring Sign-up Falters, Despite Georgia Data
Breach, ATL. J.-CONST. (Jan. 11, 2016), http://www.myajc.com/news/news/state-regional-govt-p
olitics/free-credit-monitoring-sign-up-falters-despite-geo/np3G3/. The plaintiffs voluntarily
dismissed the lawsuit in January 2016 after deciding that it achieved their goal of forcing the
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Companies that suffer data breaches may notify Georgia
residents while providing notice to residents of other states under
those states' notification statutes, and they may face penalties or
private lawsuits under those laws if they do not comply. Still, a
small company whose customer base is composed exclusively of
Georgia residents might not have an incentive to notify those
customers because they do not fear the repercussions of ignoring the
statute. Companies, both big and small, might actually have
disincentives to provide notification if they feel that the notification
law has no bite.144 While the costs associated with notification-
related activities are not a substantial portion of the overall costs of
a data breach, the breached organization must allocate funds for
postage costs, creation of contact databases, determination of
regulatory requirements, and hiring outside experts.145

Notification can also lead to negative publicity for the
organization, and as a result, lost business. Lost business
accounts for the largest portion of the financial consequences of a
data breach.146 A data breach and the attention that it attracts
could potentially bankrupt a company.147 Without the threat of
penalties or enforcement, firms cannot be expected to freely
comply with notification laws. Indeed, companies might completely
disregard their legal obligations under notification statutes.148

state to acknowledge that millions of Georgia residents' personal information was
compromised. Kristina Torres, Georgia Data Breach Lawsuit Dismissed After Plaintiffs Say it
Worked, ATL. J.-CONST. (Jan. 25, 2016), http://www.ajc.com/news/state--regional-govt--politics/
georgia-data-breach-lawsuit-dismissed-after-plaintiffs-say-worked/MR8VzXQieWwTbMFmm
oIQuN/.

144 See SAMUELSON LAW, TECH. & PUBLIC POL'Y CLINIC, UNIV. OF CAL.-BERKELEY SCHOOL
OF LAW, SECURITY BREACH NOTIFICATION LAWS: VIEWS FROM CHIEF SECURITY OFFICERS 15
(2007) [hereinafter VIEWS FROM CHIEF SECURITY OFFICERS], https://www.law.berkeley.edu/
files/cso study.pdf ("Among the interview subjects, security breach notifications did not top
the list of drivers behind security investment decisions, but neither were they completely
ignored. Most of the information officers noted that the notification laws do not have much
bite." (internal quotation omitted)).

145 PONEMON INST., 2015 COST OF DATA BREACH STUDY: GLOBAL ANALYSIS 17 (2015),
https://nhlearningsolutions.com/Portals/0/Documents/2015-Cost-of-Data-Breach-Study.PDF.

146 Id.
147 See Ross Schulman, Disincentives to Data Breach: Problems With Notification and Future

Legislative Possibilities, 1 LEGIS. & POL'Y ROUNDTABLE 54, 58-59 (2009) (discussing the huge
fines imposed upon ChoicePoint following its breach notification under California's statute).

148 See Schwartz & Janger, supra note 139, at 926 (discussing examples of companies in
regulated industries who have neglected their legal obligations under federal industry-
specific notification laws).
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Businesses often engage in cost-benefit analyses when deciding to
invest in data security technology. "[O]ne can generally expect
companies to invest in [data security] from the perspective of
wealth-maximizing entities. In other words, firms will seek to
calibrate security expenditures according to the level of legal
liability and the financial risks that they bear from leaked
information."1 49 Unless an organization is subject to data security
obligations under federal industry-specific laws, it faces no threat
of significant legal liability. Other than negative publicity and the
resulting lost business, the financial risks are often minimal or
non-existent. Many companies who possess vast amounts of
personal information do not bear the financial costs of identity
theft, as financial institutions and consumers are left with the
responsibility of reimbursing fraudulent transactions and taking
the necessary precautions and steps to prevent identity theft or to
minimize the damage once information has been misused.150 If the
costs of improved data security practices are larger than the
potential legal or economic liability stemming from a breach, § 10-
1-912 does not incentivize investment in data security. If
companies do not invest in increased security, the risk of breaches
is not decreased, and consumer protection is not increased.

2. Proposed Improvements. Georgia's data breach notification
statute could be strengthened by the addition of an explicit private
right of action. Thirteen states, the District of Columbia, and
Puerto Rico allow consumers to bring civil actions against
organizations that violate the states' notification laws.15 1 Some
states expressly allow private lawsuits directly under their
notification statutes. California, for example, allows consumers
injured by a violation to file suit to recover civil damages up to
$3,000 for each willful, intentional, or reckless violation, or up to
$500 for each violation that is not willful, intentional or
reckless.152 Other states treat violations of their notification laws

149 Id. at 927.
150 VIEwS FROM CHIEF SECURITY OFFICERS, supra note 144, at 14.

151 Data Breach Charts, supra note 64, at 16-18.
152 CAL. CIV. CODE § 1798.84 (West 2016). See also D.C. CODE ANN. § 28-3853(a) (West 2016)

("Any District of Columbia resident injured by a violation of this subchapter may institute a
civil action to recover actual damages, the costs of the action, and reasonable attorney's fees.");
S.C. CODE ANN. § 39-1-90(G) (West 2016) ("A resident of this State who is injured by a
violation of this section, in addition to and cumulative of all other rights and remedies
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as unfair and deceptive trade practices and allow consumers to
bring suit under UDAP statutes.153

In addition to express provisions for private rights of action,
many notification statutes authorize the state Attorney General or
other public official to penalize businesses that violate the law.154

A clear statement by the General Assembly of the enforcement
actions that organizations can expect if they fail to comply with
the notification statutes would give the law more "bite" and
encourage businesses to comply. Other states have specific civil
penalties for each day without notification. For example, Florida
imposes harsh penalties for violations of the Florida Information
Protection Act.155 Violations are treated as unfair or deceptive
trade practices and subject to penalties of up to $500,000.156 Also,
consumers and their attorneys might be encouraged to file suit for
violations of the notification law if they are fully aware of their
right to do so. As previously discussed, the benefits of private
enforcement are significant, but as the law currently stands, it is
unclear whether the notification laws take advantage of these
potential benefits.

Another possible improvement to the notification statute would
be the adoption of the risk assessment model of breach notification,
rather than the strict liability approach that § 10-1-912 currently
follows. The risk assessment model requires that organizations
provide notice to individuals only if the acquisition of their personal

available at law, may: (1) institute a civil action to recover damages in case of a wilful and
knowing violation; (2) institute a civil action that must be limited to actual damages resulting
from a violation in case of a negligent violation of this section; (3) seek an injunction to enforce
compliance; and (4) recover attorney's fees and court costs, if successful.").

153 See, e.g., TENN. CODE ANN. § 47-18-2106 (West 2016) (classifying violations of breach
notification law as unfair or deceptive trade practices subject to the Tennessee Consumer
Protection Act).

154 See, e.g., DEL. CODE ANN. tit. 6, § 12B-104 (West 2016) ("[T]he Attorney General may
bring an action in law or equity to address the violations of this chapter and for other relief
that may be appropriate to ensure proper compliance with this chapter or to recover direct
economic damages resulting from a violation, or both."); MASS. GEN. LAWS ANN. ch. 93H, § 6
(West 2016) ("The attorney general may bring an action ... against a person or otherwise to
remedy violations of this chapter and for other relief that may be appropriate."); WYO. STAT.
ANN. § 40-12-502(f) (West 2016) ("The attorney general may bring an action in law or equity
to address any violation of this section and for other relief that may be appropriate to
ensure proper compliance with this section, to recover damages, or both.").

156 FLA. STAT. ANN. § 501.171 (West 2016).
156 Penalties are $1,000 per day for each day, following a violation, up to thirty days, and

then $50,000 for each subsequent thirty-day period for up to 180 days. Id. § 501.171(a)(a)-(b).
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information creates a risk of harm to the consumer.157 Amending
§ 10-1-912 to require companies to undertake a reasonable
investigation and risk assessment following a breach before
notifying consumers might decrease the risks of "envelope triviality"
associated with the strict liability model.158

VI. CONCLUSION

Data breaches are not going to end any time soon. Whether
their goal is terrorism, humiliation, or financial harm, determined
hackers will find a way to steal data. While breaches may be
inevitable, there is no reason for the frequency with which they
currently occur. Businesses, universities, government agencies,
healthcare providers, and all organizations that store personal
information in a digital form have the ability to protect such
information, or at least mitigate the risks of identity theft and
other harms to consumers in the event of a breach. The current
laws in the United States and Georgia fail to properly incentivize
these organizations to invest in cybersecurity to protect valuable
information, and they do not provide consumers with adequate
remedies when their information is compromised. As long as
hackers keep hacking, the risk of catastrophic identity theft and
reputational harm due to exposed personal information remains.
Technology is constantly changing. Hackers are keeping up with
the changes-the law is not. Legislatures should act quickly to
help improve cybersecurity through substantive and procedural
regulations. The financial health of American citizens and our
national security depend on it.

Maggie Lynn McMichael

117 Lesemann, supra note 66, at 215.
158 See, e.g., KAN. STAT. ANN. § 50-7a02 (West 2016) (requiring organizations, upon becoming

aware of a breach, to "conduct in good faith a reasonable and prompt investigation to
determine the likelihood that personal information has or will be misused. If the investigation
determines that the misuse of information has occurred or is reasonably likely to occur, the
[organization] shall give notice as soon as possible to the affected Kansas resident").
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